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(54) ACCESS CONTROL METHOD FOR NETWORK SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To attain a more flexible 
operation of a network by performing integrated and 
unitary management via an access control server for the 
access control processes which are so far carried out by 
a work server, a DB server, a groupware server, etc., in a 
conventional ACL and also grasping the temporary 
constraint set for the use of a network system and the 
user access state by means of the access tickets. 
SOLUTION: An access control server 50 checks the 
access authority of a user to a work server 6 based on 
the confirmation result of the users certificate acquired 
by an integrated authentication server 2 after the user is 
authenticated or when the work requests of the user are 
transferred to the server 50 from the clients 8 and 20. If 
the access authority of the user is legal, the work 
requests of the user are permitted to the server 6. In 
this case, a fact that the communication contents are 
never shown to the outsiders is guaranteed. 
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1 rt©±'J V-X|c||-r*T^HzX*ISfiffflA^SS^ 
•Cl^0>-e, mz.lt. 03 (f) i=^-r«fe5(=. ^x 
A 1 <Dol— tf 1 1 IcolvCOlfe**^ h7-i7yXfA 
1 rt<D7?-tzX*E*<, DB-y-^5ffl77-(^5 0 1 

i-*t-r-&#fig<tjg$r. 7 7"f ;u5 o 2 ic»-r^#sg*<ff 

RT^ti, ^Sif— /<6<DA P6 O 1 oeiSA^^r^^T 

k«7— &rtA>c><DT^-fexy=(tA < Wpr**ir fey, 
y ^ - h 7 vv* x ic .fc * &sai*i*^ £ *tT Ufc I ^ £ A< 

*MWt*«-5EWM-*#, cfcy^toJffl^'&T^-trX 
W». Cl|Xli77'f^5 03«)Ua-K503 1 (t^•r 

*i4,0**BS) $3-ifi i f£ltlcM-t±<5t^57'<7-b 
X^ftflffllLfcLMi^lrl*, DBf- /\*5rt<DT<74rX«!I 

-tf1S«SEM^H^#jl-5i:, WS.I*, 3— tfi i ©gg 
miS^Mlc'SofcJi^lcl*, 03 (e) |c^-T3— tf 
ftl£tiN87 2 $ggM-r^l*«k < , 3— tfi icor^Ov 
hA<fiiJK*4x-51g^lcl*, 0 3 (b) ~ (e) izm-to. 
— tf1tffi7 1 tZL— tf«E«$87 2^P>J.-if 1 1 (D^ 
B^S'JI^-r*il*<fct\ fi£*7JSCI=fc^T, H«-tf-/^S 
ICJ.—- tfCOA C L ftlLtUfcyXfAigifli, J. 
— tf fitffiO)^iEj!i<m«-y— /N'SKi&g-C&ofc 

x^t. *»B^-ei*, j.— tf«ffi^-ffl0T-eSEH-c#-5 

[0 0 1 7] 041*, *&BJfcfcMt£7v--feX^*;/ K 

5^lcotNT3iBj-r^ 0 0 4(=^-r.*:3lc, -tr+^T 
ffim^'f 'J 5 21*3— tfSBESffi^a^L (1 4 
a) , 3— tfl*J.— •fSBEBSlz I C*— KW<7)SEBJ|iE 
3 1 0>tiM8£AA-rS (1 4 b) o SEBJM3 1 (DtifS* 
fiJfflLT-tr^iTiHt^-f ?7'J 5 2<7)«JSlC«fcy3.— 

■tfi 4<aiESttj5)<s2«>e>;h.fc&i*, *y=7<<7^> h2 oJi 



(6) 



4$gfl2 0 0 0-1 O 9 3 O 



i^t. a— tfi 4a>7?-fex«&£5tg-r &iz. 7 

£-feX$IJff-y-— /<5 OlCttL-Tn— tfi 4(D7^t^ft 
®<Z>«t^g3R£fr5£ (14c). 7?-feX$llff-tf— A 
5 0l*»«5-y— /<6lCAC L£®5fc-f.5 (1 4d) „ C 
©«fc-5l~. a.— tfi 4A<<7 : 5'f 7> K2 0*>&*.-y h>7 
-^•>XfAll:P^>tli^ T j ? j s.7.=J-*t-j V 
7 5 aOtf IZ 9 B^fr ■=> 1 7 B^T?*^? — BtWfcilffltf) 

£-feXftJff-y— /<5 Ol*. t)=3^T^ h2 0ff<D7-j7-tl 
5 1 lr. 7£-trX$l]ff-t*— A I D, 3- 
—tfi 4 on.— tf^»J*. a.-- tf i 4 0)ACL,M«lS 
#7 6. fc.fctfT^-feXSW-y— /<5 Ofl>5*1f^t> 
mf$.2 tl&7 9 * XT*? K7 5 a£f£j£L. 7*-trX 
ftJff^'CJ^'J 5 1 K&ff-fS (7 5 a) . 7*-feX$IJ 

»-y— hso tT^-bxKi^'f^g 5 i t<om<om 
m***- a. 7 is? -f ? ? y 5 2 ©««ir= «ky«a**i 

*^$*t*'i>EI*J5:L^ -b4ra7jl«7'r^ i 7 
'J 5 1 I*. 7^-feX^-!r-v h7 5a©rt#*tltW:7^ 
•feX$lJff-y— /<5 O (:: .J: o T 25 -5 

[0 0 18] *lc. g|4l=fcl^r. 7 J >-bxMW?'(7 
=7 'J 5 1 2 K7 5 a£gl+5&.&,t. £ 7 

—tfi 4(:r*fLT«0»ig#iiI®£«5S-f & (i 4e) . 
COT*D»!g«IIi®l±. a.— tfi 4©ACLI=S-^^fffiE 
Jh5t©t% a.-- tfi 4lz*tRHcrF$ttT^-5ll^« 
l+A<S^*tt'5o n— tfi 4A<S^$^.fcfel*t-© 
IS<D77'J^-i >a Zs&j&Wrr&tn.— tf 1 4fc*tL 
tI§?«L. 7*-trX«E«#g*8l 2*<B»£;K-5c 

n— tf i 4tfimt&vjmmviwm<Dtp<r>m®o>tt>frt>mm 

V— H6©AP60 (E1^*BS) £jgitlL*:i§'& (1 4 
f ) . a.— tfi 4l:J:5AP601 (H^*BS) (D^SS 
S#l*. T'? J C?.Vm = j<< I*?') 5 1 fr&ffffW— /\*6 
«-R2l**t^A< (75d), •t«)^l=|1IIB7^-tX^'7- 
f K7 5atM?ih.5. 3Ms5tf— /\*6I*. Cfl)77t 
X^>7- > h-7 5 a<©rt§${6g-T4-i:lcJ:y. ia&£> 
3gl8«a3lAP6 0 1 ^H^'T'S. *{*B«JU:I*. ACLi 
$IJ&&#7 6£#IiL7i«!ig£tT50>T?. ■ 4 1=9? A 
C LIC^FpT^ KIM-OTA P 6 O 1 (DfeiE^miSiA P 6 

o 2 OEMS! 1*1* B#£yA<i 7B#£ia^fcfce>l*-n 

—tfi 4ir*rr*>«j3i£fr*>*sSo f lt. ^s-y— 

61*. a.—- tf 1 4 0>7£-tlX:|*3EIZOl^T«*7$-t:X@ 
H8S1 2IC|BSUT33<. 

[0019] m&tf&T-r at. ms-y— /<6i*. mm 

If- I D, a— tfi 4 (Do.-- tfgSgiJ«. a.-- tf i 4lc 
<fcS7*-trxBgre*8l 2.*SJ:l/S«-y— /^6 0)S* 
1fff8#>£*ftfi££;h.-&72-trX ; ? L '7--v h 7 5 b £fEfi£L. 
T'JMT.W®^* 5 1 icSlffTi. (75b), ft 



33. ms-y— /<6 t7^-bx*mai5-(^5y 5 1 to>r$ 
(Dmminz*3.7mmn7=7 y 5 2 j:y«s 

£*iTl^fcit>. «2-<?iEL<i2fiE;**U tiHB6<££*t 

fc y 31 ^ $ titz y -f & »{>ei* <c 1 v 7 * -tz x fMff ? -f 
77'j5ii*. a.-- tf 1 4 izmmmmz 

I- (1 4g) , gf5-tf-A6*^g«Lfc7*-tzX^>r 
•V K7 5 b<D7<7±xmmtim-\ 2£lfgL. a.— tfi 
4©7->-bX(cp ( gS*<fe-5A>^oA^$ J fx-y^ L. -tr* 

ay ; f-r±a>F<ga$5EmLfc^^i-i*. t+aUf-fg 

gfiNSl 3£79-kXWff7'f??y5ia>*«11HI&tt 
tftLX7<7-bXT J rv K7 5cl-#inUT2l«-r*-i: 

i=«fcy (75 c) . 7tr±xftm-y— *<s oizm^ 
a. h 4 (Dear- 1*. ®M6&ft7 6$7<?-tzxftm 

if— /\*5 0*<#*OLfcA<. 0«jll*. a— tf© I C*— K 
(D*!:^ a LTfc^ -5-0>11?$S£ 

@4<&7<7-tr*.ftjep ; 5'f ?7'J 5 1 |Z«fe^n.— tf 1 4 05 
7^-bX«E(DltgS*«)Klc7^-lrX$!Hai-y— /^5 O 
fcSia«fc -5 tang*, ssm-etoZo 

[0 0 2 0] 

/<. DB-tf— feS^li^l/-7-)i7f-/< 
??A<«£3lEfl>AC LT??f oT^fc7^-trX$)J(aifiia$. 7 
$ -fax tiff /^l=«fcy-7cgS-e^-5(DT. 3£:Hrt^- 

y. h7— i7->x-xA=pjffl(7)-B#a<isij*?iAf>a.— if© 
7*-trxtt3B£fflMT-£.5a>-e. «ky*«<t*.^ h'?- 

IWffil*. -75-r7>h. mSS-tf— /<» 7^-bX$)Jff-y— 
/^F^-e-b+a7l^g^$*L^fctf). 
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[@1] ^IS*<iSffl**tS*-V h-7— >->X^A(D# 

[@2] *f§BJ(Z^3ltSACLF t gL^^^5•y•^ill^3«fcU:m 

[S3] *«S8T*ffl^f,;h.&ACLS^<&ffi&CT£^-f 

[@4] *^Wlcfclt-57^-bX5 1 '7-^ h^fflffcftjff 
^lH©->— -tr^X^-V— 

[^#o>ift^] 

3 —b + a 'Jf^ «S$@S-T -5-tf- 4 
■)i7t-/<. 5-DB-y— /<. 6-ff»-9— /<. 7- 
fl-g?BElJ3KfSfrtf— 8, 2 0-^7<<7>hy^f 
A. Q-ttlO^^h'J-^i/XfA. 1 O - jkisE* 
>Xf A, 11,1 4— a.— tf. 1 2 —7^ 
-bxBMWS. 1 3—ir^a.y-r-fSSWS. 1 7-ff 

l=a-y— i 8-BEBjiiE^fT-y— 30, 3 1 -1 
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